
Lattus 3.5.x Release Notes

Contents

About Lattus  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  2

Purpose of This Release . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  2

Compatibility . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4

Supported Lattus Upgrades . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4

Lattus Browser Support  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5

Lattus Multi-Geo Parameters  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  6

Identifying Possible IP Address Conflicts for Lattus 3.5.0 . . . . . . . . . . . . . . . . . .  6

Upgrading From Lattus Releases Prior To 3.4.0  . . . . . . . . . . . . . . . . . . . . . . . . .  8

Resolved Issues. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9

Known Issues. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  19

Contacting Quantum . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  49

Product Lattus 3.5.x

Date December 2014
Made in the USA. Quantum Corporation provides this publication “as is” without warranty of any kind, either express or 
implied, including but not limited to the implied warranties of merchantability or fitness for a particular purpose. Quantum 
Corporation may revise this publication from time to time without notice.

COPYRIGHT STATEMENT
© 2014 Quantum Corporation. All rights reserved. Your right to copy this manual is limited by copyright law. Making copies or 
adaptations without prior written authorization of Quantum Corporation is prohibited by law and constitutes a punishable 
violation of the law.

Lattus utilizes the following component, which is copyrighted as noted: 
OCamlnet netsys, netstring, equeue, rpc, rpc-generator, copyright (c) 2001-2006 Patrick Doane and Gerd Stolpmann.

TRADEMARK STATEMENT
Quantum, the Quantum Logo, Backup. Recovery. Archive. It's What We Do., Be Certain, Be Quantum Certain, DLT, the DLT Logo, 
DLTSage, DLTtape, the DLTtape Logo, DXi, DXi Accent, Dynamic Powerdown, FastSense, FlexLink, GoProtect, GoVault, iLayer, 
Lattus, MediaShield, Optyon, Pocket-sized., Well-armored., Preserving the World's Most Important Data. Yours., Q-Cloud, 
Quantum Certain, Quantum Certainty, Quantum vmPRO, Scalar, SDLT, SiteCare, SmartVerify, StorageCare, StorNext, Super 
DLTtape, SuperLoader, and Vision are either registered trademarks or trademarks of Quantum Corporation and its affiliates in the 
United States and/or other countries. All other trademarks are the property of their respective owners.

6-67805-07 Rev A, December 2014 *6-67805-07 



Lattus 3.5.x Release Notes
6-67805-07 Rev A
December 2014
About Lattus

Quantum Lattus™ Object Storage is disk-based storage that meets the extreme 
scalability, durability, and access requirements of large-scale Big Data archives. 
Lattus object storage offers several different access methods to put data in and 
get data out of the Lattus storage, including StorNext access, Lattus A10 Access 
for NFS/CIFS, and HTTP/REST access for customers who have ported their 
applications to use the Lattus REST APIs. 

The Lattus Object Storage product is a fully modular system that can be 
packaged in many ways. The core of the product is the Lattus object storage 
subsystem, which consists of three Controller Nodes, six or twenty Storage 
Nodes, and Rack, System and Interconnect switches as needed. 

This object storage subsystem can be used alone or combined with different 
management components. For example, the Lattus-X product combines the 
core Lattus subsystem with an A10 Access Node for NAS access. 

The Lattus-M product uses a StorNext M662 Metadata Appliance (or customer-
supplied MDC) for management (the A10 Access Node is an optional 
component). 

The Lattus-D product is for customers interested in static-file archive for data 
protection purposes. Lattus-D uses no management component and 
communicates with external applications via native protocols. The Lattus-D 
product is initially qualified for use with the CommVault Simpana 10 Cloud 
Connector technology when using the S3 protocol to communicate.

Purpose of This Release

This document announces the release of the Lattus 3.5.x release. This release 
adds the features listed in the following section.

What’s New in This 
Release

This release includes the following new features and enhancements:

• Statistics about objectname length: Lattus not provides the following 
statistics about the objectname length:

• average

• minimum

• maximum

• standard deviation

• Namespace conversion can now be monitored: In a namespace crawl, all 
objects are verified as long as they are still healthy. This typically takes 180 
days. Previously it was not possible to see how many objects were already 
verified. Beginning with Lattus 3.5.0, you can now monitor how many 
objects have been verified in a namespace crawl.
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• New disk status “UNMANAGED”: To distinguish newly created and empty 
disks from disks that will be used to replace bad disks, there is a new status 
called “UNMANAGED”. When adding an empty SSD in a controller node, the 
disk automatically receives this status. In the CMC you must indicate the 
purpose of the SSD: either a replacement disk or a new disk to expand a 
metastore.

• New storage policy support: Beginning with release 3.5.0, Lattus supports 
a 26/6 storage policy.

• “Byte offset read” operation behavior is now the same as for Amazon 
S3: Previously, when reading the last byte of a file in Lattus, you received the 
complete file as a result, instead of an exception “HTTP 416 Requested 
Range Not Satisfiable” as expected. Lattus now returns the same exception 
when requesting this last byte.

• Upgrade management node to minor release before installing full 
environment: It is now possible to install the management node using a 
major Lattus release and then upgrade to a minor release before you install 
the rest of your environment. Previously, you were required to first 
completely install your entire environment with a major Lattus release and 
then upgrade to a minor version.

• Improved performance of listing files and subdirectories for S3: 
Performance when listing files and subdirectories using the S3 interface has 
been highly improved with better key management.

• Custom metadata of an object is not human readable via the 
showObject function: Previously, when calling the function 
q.dss.manage.showObject for an object that contained custom metadata, 
the custom metadata was shown in HEX format, leaving it not human 
readable. The custom metadata is now correctly displayed when calling this 
function.

• API change for metering: In Lattus, the API calls to enable or disable 
metering have changed. This may have an impact on possible custom 
automation scripts. Beginning with Lattus 3.5.0, the following API calls have 
changed:

• Arakoon automatically restarts in recovery mode: When restarting 
Arakoon, the restart is automatically launched in recovery mode and a 
timeout set to one minute instead of ten seconds. This avoids possible 
failures during the upgrade.

• Unverified objects logged during monitoring: When monitoring a 
namespace (including the background task which monitors the namespace 
of the master storage daemon,) unverified objects are explicitly added to the 
storage daemon log. Up to 5,000 objects are added to the log file per task.

New Old

api.metering.enable() api.amplistor.enable_metering(namespace=
<name space>)

api.metering.disable() api.amplistor.disable_metering(namespace=
<name space>)
Purpose of This Release 3
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• Arakoon’s maximum open file descriptor is increased: The maximum 
open file descriptor for Arakoon is increased from 4,096 to 8,192. For object 
metastores, the maximum number of file descriptors could be 4,408, 
leading to possible instable metastores.

Compatibility

This Quantum Lattus release is compatible with the following devices:

• Lattus C10 or 5 Controller Nodes

• Lattus S10 or S20 Storage Nodes, and Lattus S20 Model 2 Storage Nodes

• Lattus A10 Access Node

• Quantum StorNext M662 or M662XL Metadata Appliance (or other MDC)

This release has been certified on the following switches:

• Lattus S60 and S55 Rack Switches

• Lattus System Switch 

• Lattus Interconnect Switch

Lattus-D Compatibility The Lattus-D product is currently qualified for use with the CommVault Simpana 
10 Cloud Connector technology when using the S3 protocol to communicate.

Lattus/StorNext 
Compatibility

The following table shows compatibility between Lattus and StorNext releases.

 Supported Lattus Upgrades

This section describes supported paths when upgrading to Lattus 3.5.0 and then 
applying the Lattus 3.5.1 patch.

Note: You cannot remain at the Lattus 3.5.0 release. You MUST install 
Lattus 3.5.1 after upgrading to Lattus 3.5.0.

Lattus Release Compatible StorNext Release

Lattus 3.3.1 StorNext 4.7.x and StorNext 5

Lattus 3.4.x StorNext 4.7.x and StorNext 5

Lattus 3.5.1 StorNext 4.7.x, StorNext 5 and StorNext 5.1.0
4 Compatibility
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Upgrading to Lattus 
3.5.1

An upgrade to Lattus 3.5.1 from the following releases is supported: 

Lattus Browser Support

The following table shows the Web browsers that are supported by this Lattus 
release.

Initial Lattus Version Upgrade Path

Lattus 3.3.1 3.3.1 > 3.5.0 > 3.5.1

Lattus 3.4.x 3.4.x > 3.5.0 > 3.5.1

Lattus 3.5.0 3.5.0 > 3.5.1

Lattus Browser Support
Lattus software supports the following set of browsers:
• Firefox versions 4 and later (Quantum recommends using the latest 

released version)
• Internet Explorer version 8 through 10 (Quantum recommends IE10)
• Chrome version 18 and later (Quantum recommends using the latest 

released version)
• Safari version 5.1

Certain browsers, as noted below, do not support TLS and therefore do not 
support all features or https available in this Lattus software release
• Chrome versions 18-21 do NOT support TLS 1.1 and higher
• Chrome versions 22-29 support and run TLS 1.1 and higher
• Chrome versions 30 and higher support and run TLS 1.1 and higher
• Internet Explorer version 8 and higher supports TLS 1.1 and higher 

(functionality is disabled by default)
• Firefox versions 19 and higher support TLS 1.1 or higher
• Safari does NOT support TLS 1.1 or higher

FlashPlayer 11.2 or later is required with the Lattus graphical user interface
Lattus Browser Support 5
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Lattus Multi-Geo Parameters

If you have a Lattus Multi-Geo configuration, before using Lattus you must add 
certain parameters to the [config] section of all /opt/qbase3/cfg/dss/
clientdaemons/*.cfg files in order to avoid encountering various issues. After 
making these changes, you must restart client daemons for these configuration 
changes to take effect. 

For details and instructions about adding these parameters, refer to the Lattus 
Installation Guide.

Identifying Possible IP Address Conflicts for Lattus 3.5.0

If you are performing either a fresh Lattus 3.5.0 installation or an upgrade to 
3.5.0 (before applying the Lattus 3.5.1 patch), you might encounter a situation 
in which the IP address validation process fails when verifying certain valid IP 
addresses, causing network initialization jobs to timeout. 

For a fresh installation, any type of node (i.e., management controller or non-
management controller) could potentially be affected by this issue. For an 
upgrade to Lattus 3.5.0, only management controller nodes are affected.

An IP address with one of the following numbers in any octet will be impacted 
by this issue: 

• 206-209

• 216-219

• 226-229

• 236-239

• 246-249

Issue Workaround If you have IP addresses that could potentially generate this issue, you can avoid 
encountering problems by changing the affected IP addresses before you install 
or upgrade to Lattus 3.5.0. If this is not possible, you can apply the workaround 
described in this section. 

If you are upgrading rather than performing a fresh installation, the problematic 
file is not unpacked until the upgrade begins, so the upgrade must fail once. 
The first pass through the upgrade will fail with the following text:

Exception: <class 
'cloud_api_client.Exceptions.CloudApiException'> <ProtocolError 
for cloudapi:2a905050-dc7e-11e3-8f2c-
b8ca3a687fdc@172.16.30.45:80/appserver/xmlrpc/: 502 Proxy Error> 
<traceback object at 0x3e74878>
6 Lattus Multi-Geo Parameters
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After the upgrade fails, in the GUI you should see a job called "Reinitializing 
network" that has failed with a message about timing out after 600 seconds. At 
this point, the workaround can be applied. 

Applying the Workaround

On the management controller, after installing the OS but before initializing the 
controller, execute the following steps:

1 SSH to the management controller and leave the OSMI interface.

2 Use the cp command to make a backup copy of the following file:

cp /opt/qbase3/lib/pymonkey/extensions/dcos/config/Utils.py /
opt/qbase3/lib/pymonkey/extensions/dcos/config/Utils.py.bkup

3 Use a text editor such as VI to open the following file:

vi /opt/qbase3/lib/pymonkey/extensions/dcos/config/Utils.py

4 Locate line 165 in the file, which begins "IPPattern ="

    def isValidIP(ip):

IPPattern = r"^(([0-1]?[0-9]?[0-9])|(2[0-5][0-5]))\.(([0-
1]?[0-9]?[0-9])|(2[0-5][0-5]))\.(([0-1]?[0-9]?[0-9])|(2[0-
5][0-5]))\.(([0-1]?[0-9]?[0-9])|(2[0-5][0-5]))$"

        if re.search(IPPattern,ip):

            return True

        else:

            return False

5 Replace line 165 with the following. Ensure that the indentation at the 
beginning of the line remains the same. 

IPPattern = r"^(([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-
5])\.){3}([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])$"

Example:

def isValidIP(ip):

        IPPattern = r"^(([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-
9]|25[0-5])\.){3}([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-
5])$"

        if re.search(IPPattern,ip):

            return True

        else:

            return False

6 Save and close the file.

7 Proceed with initialization.
Identifying Possible IP Address Conflicts for Lattus 3.5.0 7
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Upgrading From Lattus Releases Prior To 3.4.0

If your Lattus system is currently running release 3.3.x or was previously 
upgraded from 3.3.x, you must first run a patch that installs debian packages 
that were not installed in earlier Lattus releases but are required to upgrade to 
Lattus 3.5.1. (You do not need to run this script if Lattus was initially installed 
with release 3.4.x or later.)

This script can be run any time before upgrading to Lattus 3.5.0 (and then the 
subsequent 3.5.1 patch). If you do not run the script prior to upgrading, your 
storage nodes will reboot multiple times and the upgrade will fail.

Note: Root-level access is required to run the script. Lattus customers should 
contact Quantum Technical Support for assistance running the script 
before you begin the upgrade to 3.5.0 and then 3.5.1.

To run the script, follow these steps:

1 Download the archive linux-tools-packages.tgz and the installation 
script install_linux_tools.py from CSWeb: https://
qsweb.quantum.com/wiki/tiki-index.php?page=Lattus#downloads.

(You must have a valid login and password to download these files from the 
evidence servers at this location.)

2 Save both files in the same /root directory on the management node of 
your Lattus system.

Note: Do not extract the archive file linux-tools-packages.tgz.

3 Log in as root and run the installation script without any parameters: 

./install_linux_tools.py.

The script installs the necessary packages included in the archive file, on all 
nodes of your Lattus system.

A log file (install_linux_tools.log) is created in /opt/qbase3/var/log/.

Note: Instead of using the default locations of the archive file and log file, 
you can use custom locations:

~# ./install_linux_tools.py --h

Usage: install_linux_tools.py [options]

Options:

-h, --help show this help message and exit

-a ARCHIVE, --deb-archive=ARCHIVE

Path to debian package archive containing 
packages to install on remote nodes

-l LOG_FILE, --log-file=LOG_FILE

Path to log file
8 Upgrading From Lattus Releases Prior To 3.4.0
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4 If desired, after the script completes successfully, you can delete the two 
files to free up space. (Do not delete the log.)

Resolved Issues

The section describes the issues that were fixed in this Lattus release.

Installation Issues

Issue Description

AMIF-4444: Initializing a controller node did not 
produce a validation error when selecting virtual IP

After initializing a controller node, when you selected 
a virtual IP address of the management node, you 
didn’t receive a validation error.
This issue was fixed by setting an extra property on 
the ipaddress object, and by improving the function 
to check if an address is already in use.

AMIF-4452: Lattus installation can continue without 
specifying a root disks

A Lattus installation can continue even when there 
are no root disks found. The root disks are specified 
in the HAL configuration files with the provided bus 
locations. When the bus location or root disks are not 
found, the first two found hard disks are used for the 
installation.
And exception is raised when there is a mismatch 
between the defined bus location and actual 
hardware.

AMIF-4530: It was possible to create a cache cluster 
and Arakoon cluster with non-healthy disks

It was possible to create cache clusters and Arakoon 
clusters using disks that had the status degraded or 
autodecommissioning, where this should fail.
This is no longer possible. Also, a new disk status 
“UNMANAGED” has been created.

AMIF-4669: Post-installer cannot create some 
namespaces

It was possible that when there was no MetaStore 
with allocation type AUTO, the post-installer was not 
able to create the namespaces ‘_osis_model_backup’ 
and ‘_metering_info’.
This issue has been fixed.

AMIF-4679: Controller initialization fails with high 
latency

When there was high latency between the 
management controller and a remote node, the 
initialization might fail because it cannot find an 
agent.
There is now an agent check after the application 
server is restarted.
Resolved Issues 9
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Put, Get and Repair 
Operations Issues

ARA-56: Duplicate Arakoon master found During the initialization of a column, it was possible 
for there to be duplicate masters. If this happened, 
the DSS of the column couldn’t find a deployment ID 
from the syncstore. This issue has been fixed.

Issue Description

Issue Description

AMIF-4691: Job “store metadata backup data” fails 
with overwrite error

When there was a slow upload speed for storing the 
metadata backup data, the job might fail. When 
retrying there was already some data available, 
resulting in an overwrite error.
This issue was fixed by checking if the data already 
exists, and if so, overwriting it.

DSS-1486: Connection closed between cache 
daemon and client daemon

It was possible for the connection between a cache 
daemon and client daemon to time out from the 
cache daemon’s point of view, and consequently 
close the connection. However, the client daemon 
was not aware of the closed connection and 
continued to send cache operations, which failed.
There is no longer a timeout on the connection.

DSS-1497: Listing objects using a pathname iterates 
over the entire namespace

Listing objects using a pathname iterates over the 
entire namespace and results in a slow and 
unacceptable response.
This issue has been fixed with an improved key 
management.

DSS-1652: Error “Bad File Descriptor” occurred when 
executing a HEAD request

When executing a HEAD request, it was possible that 
the request failed with an error “Bad File Descriptor” 
due to a timeout in an Arakoon call.

DSS-1654: DSS could fail under high load via S3 Under high load via S3 PUT requests, DSS could fail 
during the final step of the MD5 object calculation 
when garbage collection was started. In a worst case 
scenario, this could lead to data corruption.

DSS-1710: Deadlock occurred when using multipart 
copy

A deadlock could occur when executing a lot of 
multipart copy operations in parallel. In these 
situations the client daemon could no longer handle 
incoming and outgoing data, unless it was restarted.
10 Resolved Issues
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S3 REST Interface Issues

DSS-1805: Wrong cache size after removing LRU 
object

When a cache cluster reached its maximum capacity, 
it started to remove entries using an LRU method. It 
removed a file from the disk, and should subtract the 
size of this file from the current cache size. However, 
it subtracted the size of the new file that will be 
stored in the cache (which triggered the LRU 
cleanup), instead of the size of the file it deleted from 
disk.

Issue Description

Issue Description

DSS-1325: AmazonS3EncryptionClient failed when 
deleting an object (deleteObject())

The AmazonS3EncryptionClient issues two DELETE 
requests on client-side encrypted objects where the 
first request deletes the object and the second 
requests deletes the encrypted envelope key.
Lattus failed on the second request with an HTTP 404 
error.

DSS-1572: S3 XML format caused .NET S3 SDK to 
stop responding

Due to bad XML encoding, the .NET test suite 
stopped responding.

DSS-1641: An authentication error occurred when 
using Java SDK to Lattus S3 interface via proxy

When there is a proxy between a Java application 
and the Lattus S3 interface, there were 
authentication errors due to a wrong string to sign 
(missing trailing slash).

DSS-1670: HEAD request failed with “403:Forbidden” 
on a bucket with anonymous GET request enabled

When there was a bucket with “anonymous GET 
request” enabled and a HEAD request was executed, 
an HTTP error “403:Forbidden” was returned.

DSS-1682: CompleteMultipartUpload returned an 
incorrect “Location”

When completing a multipart upload via Lattus S3, 
the location property of the object pointed to 
s3.amazonaws.com instead of to the Lattus domain 
as defined during Lattus setup.

DSS-1717: UTF-8 characters did not display correctly 
in XML response

The Lattus S3 interface did not display UTF-8 
characters in XML responses correctly. For example 
“é” was represented by two pipe signs “|”

DSS-1718: Signing a canonical resource request and 
case sensitivity

When signing a canonical resource request, the 
canonical resource should be case-sensitive.
Beginning with Lattus 3.5.0, the Lattus S3 interface 
respects the case of the canonical resource.

DSS-1721: HTTP 501 - Not Implemented error 
returned for multipart upload with Java SDK

When the Java SDK was used for a multipart upload, 
an HTTP 501 - Not Implemented error occurred 
due to an extra line in the POST request (REQUEST 
LINE: “0”).
Resolved Issues 11
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CMC Issues

Failover Issues

Monitoring Issues

DSS-1728: Query parameters treated with case 
sensitivity

When executing an S3 request with query 
parameters, the string of the query parameters was 
treated with case sensitivity where the case of the 
string should be ignored.
Query parameters are no longer case sensitive.

DSS-1747: S3 get object while object is being 
uploaded or deleted returns object of 0 bytes

When you tried to get an object via S3 while the 
object is being uploaded or deleted, an object of 0 
byte size was returned instead of an “HTTP 404 Not 
Found” message as expected.

Issue Description

Issue Description

AMIF-4409: No location image shown for 
decommissioned disk on a Lattus S20 Storage Node

When decommissioning a disk on a Lattus S20 
Storage Node, there was no location image displayed 
on the decommissioned disk’s detail page. (This 
image is to help you retrieving the disk easily in the 
server.)

AMIF-4516: Default policy selected when editing a 
namespace

When editing a namespace (for example, to enable 
encryption), the chosen policy was reset to the 
default policy.

Issue Description

AMIF-4739: Issues after a failover There were some issues after a failover:
• report error during decommissioning
• moving application cloudapi

Issue Description

AMIF-4406: 
amplistor.aggregateStoragepoolInfo may fail 
when saving monitoring data

When saving the monitoring data, 
amplistor.aggregateStoragepoolInfo could fail. 
This happened when there were 
autodecommissioned disks and the storage node was 
rebooted before the autodecommission process 
completed.
12 Resolved Issues
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AMIF-4408: The incorrect Pound port was monitored When stopping Pound, the monitoring agent raised 
an event that port 80 was not available, when the 
check should be on port 443.

AMIF-4430: Unstable storage nodes may overload 
the management controller with rsync processes

When there was an unstable storage node, it was 
possible that the management controller became 
overloaded with rsync processes, because there was 
no timeout on these processes.

AMIF-4440: When fan speed issues were raised, the 
event failed

Beginning with Lattus 3.4.0, the monitoring agent 
checks for critical fan speed. When there was a fan 
speed issue, raising the event for this issue failed and 
resulted in an error in the monitoring agent log. This 
raised a “monitoring agent error” event, so there was 
an issue with the monitoring agent when there was 
an event-raising issue.

AMIF-4457: Cleanup policy does not finish in time, 
resulting in full PostgreSQL partition

When the cleanup policy cannot delete all records in 
the planned time, the policy is not able to run daily.
This causes the PostgreSQL partition to run full.
This issue is fixed.

AMIF-4712: Monitoring agent does not monitor 
newly added client daemons

When you added one or more client daemons in an 
existing environment, the monitoring agent did not 
monitor them.

AMIF-4716, AMIF-4717: Issues with integer value 
overflow

Some monitoring functions with issues exceeding the 
maximum integer value are fixed:
• get_snmp_info_1d
• amplistor_save_monitoring_data

AMIF-4818: File system still mounted when trying to 
remove disk

It was possible that the auto-decommission policy 
did not properly unmount a disk partition. The job 
was indicated as successful and the disk was no 
longer visible for the OS, but the partition was still 
mounted.
This was caused by the monitoring agent detecting a 
disk in autodecommissioning status and removing 
the disk before the auto-decommission could 
complete its job.

DSS-1724: Outstanding objects are referenced in 
monitor_storagepool, monitorNamespace and 
monitorMaster

When changing the policy fails for objects, the object 
received the status “OUTSTANDING”, but the change 
policy job continued. But for these outstanding 
objects, the system kept on creating “change policy” 
tasks.
Outstanding objects are objects in a flux status, 
either being written, either being removed. As long 
as the write or delete operation is ongoing, the 
object is in this “outstanding” status. If all operations 
succeed, there are no objects in this status.

Issue Description
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DSS-1786: Monitor name space crawl fails with error 
“int value out of bounds”

During the monitor name space crawl, a new 
function was added to calculate the object name 
statistics.
This function is built on top of another function 
which is not able to handle values greater than 2^30 
and result in the error “int_write: int value out of 
bounds”.

DSS-1809: Old backups of the environment metadata 
are not deleted

Old backups of the environment metadata were not 
deleted and could lead to insufficient disk space.

Issue Description

Issue Description

AMIF-3882/AMIF-4410: Monitoring agent did not 
respond to a SIGTERM

The monitoring agent kept running after receiving a 
SIGTERM.

AMIF-4414: OSMI did not show usage for large 
namespaces

When looking up the usage of namespaces that 
contain a lot of data, the usage was not shown.

AMIF-4738 (AU-721): Monitoring agent could not be 
stopped within 30 seconds during upgrade

When an installation was under very high load, it was 
possible that the monitoring agents could not be 
stopped within 30 seconds. This could result in a 
failed upgrade.

AU-575: Upgrading to Lattus 3.2.1 failed because of 
an unavailable application server

When upgrading to Lattus 3.2.1, it is possible that 
the application server could not be restarted, 
resulting in a failed upgrade. After restarting the 
application server, the upgrade could be completed.

AU-667: Storage nodes were wrongly identified as 
generic controllers instead of generic storage node

On an upgraded system, storage nodes that were not 
in the list of supported hardware were recognized as 
Generic Controller instead of Generic Storagenode.

AU-675: Error “Failed to execute doafter scripts” 
occurred when upgrading from Lattus 3.3.1 to 3.4.0

When upgrading from 3.3.1 to 3.4.0, the error 
“Failure occurred during upgrade: Failed to 
execute doafter scripts” occurred because of a 
reconfiguration of the drpdb package.

AU-685: CMC was accessible with and without SSL/
TLS

When SSL/TLS is enabled, after upgrading to Lattus 
3.4.1 the CMC was accessible without SSL/TLS. When 
upgrading to Lattus 3.4.2, the CMC is accessible only 
via SSL/TLS if this option was enabled before the 
upgrade.
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AU-689: Wrong version of apply_package.py could 
be executed

When extracting an upgrade patch, the file 
apply_package.py is overwritten. This way it is 
possible to run any version of this file, with other 
patch versions.
The file now does a check for the patch version. A 
mismatch between the file and the patches generates 
an error.

AU-692: Upgrade to 3.3.1 failed due to 
decommissioned nodes

During the upgrade, the remove_spare_partitions 
script did not exclude decommissioned nodes, 
resulting in a failed upgrade.

AU-722: Restarting client daemons on the 
management node failed because of a wrong setting 
in the configuration file

When metering is enabled before the upgrade, 
restarting the client daemons on the management 
node failed because of a bad path (meter_path) in 
the client daemon configuration file. The path 
referred to location of the configuration file instead 
of the preserved mounted partition.
This path is now set correctly.

AU-734: Failure to restart Arakoon was not detected During the upgrade, Arakoon (responsible for the 
MetaStores) is restarted. It could occur that the 
restart failed and was not detected by the upgrade 
process.

AU-737: Upgrade to 3.5.0 overwrote a custom NTP 
configuration

When a custom NTP configuration existed, after 
upgrading to Lattus 3.5.0 the NTP configuration was 
reset to the default value pool.ntp.org.
Upgrading to 3.5.1 no longer overwrites custom NTP 
configurations.

AU-738: Custom MTU settings were overwritten after 
upgrade

If you customized the MTU settings, these were reset 
to the default values after an upgrade.
Follow carefully the upgrade prerequisites in the 
Lattus Installation Guide before upgrading to 3.5.1 to 
make sure the custom MTU values are retained.

DSS-1576: An upgrade failed when initializing 
maintenance agents

Upgrading to Lattus 3.4.0 could fail when initializing 
maintenance agents. 

Issue Description
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Issue Description

AMIF-4427: Arakoon database backup times out and 
attempts uploading the same backup

When backing up the Arakoon database, it was 
possible for the backup database upload to DSS to 
take too long, resulting in a timeout. In this situation 
it was also possible that the monitoring agent started 
a new job to upload the same backup.
The monitoring agent now verifies whether the 
backup file is already being uploaded, and the 
backup file is locked when an upload job is running.
The timeout is calculated, taking the backup size into 
account.

AMIF-4431: Decommissioning a disk failed when a 
device name has changed or when disk is invisible

Decommissioning a disks failed when its device name 
was changed or when the disk was invisible to the 
operating system.

AMIF-4435/AU-687: Log rotation rule for Arakoon 
could corrupt the head.db

The log rotation rule for Arakoon could kill Arakoon 
commands such as injectAsHead. This could cause a 
corruption of the head.db. As a result, an Arakoon 
restore could fail after a power outage or unclean 
shutdown.
The log rotation files are now reinitialized after the 
upgrade.

AMIF-4436: Auto-recovery of env_metastore failed The auto-recovery of the env_metastore failed when 
Lattus was under heavy load. Due to the heavy load, 
it was possible that .tlf files were missing, which 
caused the auto-recovery to fail.

AMIF-4467/AU-686: NTP Configuration updated When the CMC was connected to the Internet, the 
installation was vulnerable to NTP DDOS attacks.
This issue is fixed in Lattus 3.5.0

AMIF-4499: E-mail not sent when event originated 
from unknown source

When an event was raised from an unknown source 
and an e-mail should be sent, the e-mail is not sent 
and another event is raised for the failure of sending 
the e-mail.

AMIF-4519: Only one client daemon restarted after 
enabling encryption on a namespace

When you have more than one client daemon on a 
controller and you enable encryption on a 
namespace, only the first client daemon is restarted 
instead of all client daemons on that controller. The 
configuration files of the daemons are correctly 
updated.

AMIF-4604: OpenSSL Security Breach Heartbleed issue is patched in 3.5.0. The patched 
version of OpenSSL is installed with 3.5.0.

AMIF-4734: OSMI List Machines did not work When there were machines that did not have an ID 
yet, the list machines in OSMI was empty. 
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AMIF-4706: TLOG collapse of MetaStores failed When a MetaStore had no master, the system did not 
wait long enough for a new master, and could result 
in the failure of the TLOG collapse operation.
This issue is solved with an improved verification of 
the master election.

AMIF-4686: Incorrect IP validation The validation of an IP address might be erroneous. 
Correct IP addresses were wrongly marked as invalid 
IP addresses. This could have resulted in several issues 
where IP validation is done.

ARA-42: DRP save calls may take a long time It was possible that q.drp.*.save() calls could take 
over a minute to complete. This could decrease the 
response time on certain actions, such as during PXE 
boot or stopping a machine.

ARA-58: Bad interaction between preferred master 
and drop master

When you enabled “preferred master” and “drop 
master” simultaneously, performance loss could 
result.
If the preferred master needed maintenance, there 
was a drop master request, followed by the election 
of a new master between the remaining Arakoon 
nodes. The new master automatically stops being 
master after one lease period and could result in 
degraded performance (cluster without master node) 
if the maintenance has not yet completed.
This issue is fixed.

DSS-1527: Client daemon could fail, resulting in 
excessively large log files

When the client daemon failed, for example due to a 
failed PUT operation, it was possible that it generated 
large log files. This could result in a full file system 
and cause other services (DSS, Arakoon and so on) to 
stop responding.

DSS-1583: Decommissioned blockstore blocks disk 
auto-decommissioning

The automatic decommissioning of a disk is blocked 
when there are decommissioned blockstores. This 
may occur when there’s an abandoned storage 
daemon, which means that its master statistics are 
no longer updated. These master statistics however 
can still be part of the monitoring storage pool 
output, whose start_date no longer increases. As a 
result the blockstore will not get in ABANDONED 
state, because the information is outdated.

Issue Description
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QUANTUM - 782/49077: A RAS error occurred after 
configuring S3 interfaces as part of a Lattus 3.4.3 
fresh install.

The following error message occurred after 
configuring S3 interfaces: 'HTTPS proxy is enabled but 
not running'
The job 'Applying interface changes' started, which 
required bringing down the pound(HTTPS) service in 
order to make the changes and then bring it up again 
with the new changes.
During this time frame, the 'monitoring agent' started 
to check the status of pound(HTTPS) service and 
found it 'HALTED.' Consequently, it generated the 
error message.
The error message can be safely ignored.

Non-Critical Third-Party Vulnerabilities resolved The following vulnerabilities in some of the third-
party packages used by Lattus have been fixed:
• AMIF-4517: sudo vulnerability - blacklisted 

environment variables could be used to run 
unintended commands.

• AMIF-4553: Apache HTTP Server vulnerability - 
possible denial of service due to incorrectly 
handling of certain cookies

• AMIF-4554: OpenSSH vulnerability - possible 
bypass of certain intended environment variable 
restrictions due to incorrect handling of wildcards 
in AccepEnv lines

• AMIF-4667/4708: OpenSSL vulnerability - several 
issues of incorrect memory handling in some ssl3 
functions possibly leading to a denial of service

• AMIF-4697/4728: Linux kernel issues - several Linux 
hardware enablement kernel issues leading to OS 
crashes, for example a flaw in the vhost-net 
subsystem

Issue Description
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This section describes known issues pertaining to the Lattus system. Where 
applicable, workarounds are provided.

Installation Issues

Issue Description Workaround

AMIF-77: Error message appears 
after changing the admin 
password on the management 
node.

After completing the initial 
configuration step on the 
Management Node, the following 
error may appear because the 
admin password has changed:
“faultcode:AuthenticationError, 
faultstring:'error', 
faultdetail:”Authentication 
Failed”

N/A

AMIF-992: There is no check for 
the queue initialization file's 
extension.

Uploading a file with an extension 
that differs from .csv will lead to 
failed queue file upload.

N/A

AMIF-1810: Deprecation warning 
message displayed when 
initializing a qshell environment.

This message occurs when an 
older version of pycrypto package 
(2.0.1) is used. Newer versions are 
available. The behavior of these 
newer versions is being tested.

N/A

AMIF-1858: When you add a node 
to an environment that has 
already been set up, this node is 
initialized with the default node 
login/password combination.

After adding a node, execute the 
procedure to change the 
password for the root account. 

Note: The password should 
match the other nodes. 
The postgres database 
should also be updated to 
match. If the passwords do 
not match, there are likely 
to be issues from the 
monitoring agent for that 
node.

AMIF-1952: Warnings during 
installation on a Lattus C10 
Controller Node (Dell R620).

When booting the machine from 
USB (and later on the Lattus C10,) 
you might receive several debug/
warning/error output during 
detection of drives. For example:
HDIO_GET_IDENTITY failed for 
'dev/sdc'

Lattus uses hdparm to determine 
whether a drive is HDD or SSD, 
and hdparm cannot read the 
information out of the SAS drives. 
You must manually enter the data.
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AMIF-2020: Installing the 
controller node fail, and the 
following error appears: “Invalid 
partition table - recursive 
partition on /dev/sdd.”

When the USB drive is left in the 
machine after installing the 
operating system, this error can 
occur during the initialization.

This error occurs with specific 
types of USB drives. 
Avoid this issue by removing the 
USB drive after rebooting the 
machine, prior to initializing.
If you encounter this issue, clean 
up the machine and restart the 
installation.

AMIF-2593: Installation fails. Installation fails for a node that 
was removed from the queue In 
the following scenario:
1 Build up a node queue with 

more than two servers and a 
few storage nodes.

2 Select all nodes and initialize 
the queue.

3 Remove the second node from 
the queue while the first node is 
being initialized.

In this case, “Initializing X 
nodes” (still running) tries to 
process the removed node, thus 
resulting in an error.

The workaround for this issue is to 
remove the node that failed to 
install in order to avoid the failure.

AMIF-3082: Multiple 
DEBUG.osis.utils messages appear 
on the console during the 
management node Installation.

After you successfully install the 
management node and reboot for 
the first time, you might receive 
the following debug messages:
DEBUG:osis.utils:Loading /opt/
qbase3/libexec/osis/
ipaddress.py
DEBUG:osis.utils:Loading /opt/
qbase3/libexec/osis/customer.py
DEBUG:osis.utils:Loading /opt/
qbase3/libexec/osis/
clouduserrole.py
DEBUG:osis.utils:Loading /opt/
qbase3/libexec/osis/
application.py
DEBUG:osis.utils:Loading /opt/
qbase3/libexec/osis/job.py
DEBUG:osis.utils:Loading /opt/
qbase3/libexec/osis/
networkzonerule.py
DEBUG:osis.utils:Loading /opt/
qbase3/libexec/osis/
hardwarelayout.py
DEBUG:osis.utils:Loading /opt/
qbase3/libexec/osis/policy.py

These debug osis messages are 
benign and can safely be ignored.

Issue Description Workaround
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AMIF-3084: rpcbind error 
messages occurred after 
rebooting an installed 
management controller.

After installing and rebooting the 
management controller, the boot 
log may show you error messages 
such as the following:
rpcbind: Cannot open 
'<file_name>' file for 
reading, errno 2 (No such 
file or directory)

These errors are benign and have 
no further impact on the further 
installation of your environment.

AMIF-3732 (QUANTUM-258): 1MB 
SSD storage is missing on other 
non-CMC controllers while 
creating the object metastore.

The size of the metastore cannot 
be greater than the remaining 
space on the SSDs. If it is greater, 
that SSD will not be available to 
add to the metastore. 

Avoid this issue by monitoring 
remaining space on SSDs closely.

AMIF-4246: Cannot clean up node 
with status “Installing”

When a node is in the status 
“Installing” but the installation 
has failed, it is not possible to 
clean up the node. This situation 
can occur in an installation with 
incorrect routes.

The workaround is to set the 
status of the node to “Failed” and 
then remove the node from the 
CMC.

AMIF-4302: The installer shows 
the wrong hardware type when 
using generic hardware

When installing a management 
node or a remote node using USB 
on generic hardware, the installer 
shows “CTRLGeneric” as the 
hardware type (generic controller 
node). The installer does not 
detect whether you are installing 
a storage node or controller node. 
During initialization the hardware 
type is updated with the correct 
type. This information is visible in 
the installation logs in the CMC.

N/A

AMIF-4331: Dell R620 controller is 
not detected as a Lattus C10 
controller

It is possible that a Dell R620 
controller is not correctly 
identified as a Lattus C10 
controller but as generic 
(CTRLGeneric) due to wrong 
specifications in the hardware. 

If you encounter this issue, leave 
the hardware type as generic.

Issue Description Workaround
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AMIF-4509: Unable to create 
cloudApi connection after 
management node initialization

It is possible that, during an 
unattended installation, creating a 
cloud API connection fails with the 
following error:
Exception: <class 
'cloud_api_client.Exceptions
.CloudApiException'>
<ProtocolError for 
admin:admin@127.0.0.1:80/
appserver/xmlrpc/: 502
2014-03-10 18:07:04,786

If this occurs, check whether the 
application server is still available 
(processing and in the application 
server log). Restart it if necessary.

AMIF-4660: Cleanup of a partially 
initialized controller node can 
break initialization of the next 
node

When you clean up a controller 
node whose initialization has 
failed between configuring the 
network and configuring DSS, the 
node keeps its static IP address. 
This may result in the next node 
you initialize failing, because both 
nodes may have the same static IP 
address.

N/A

AMIF-4799: Incorrect BIOS 
settings on AS20/AS30 nodes, 
prevent PXE installation

When you have incorrect BIOS 
settings, the system has PXE boot 
issues, and will not be installed. 

To avoid this issue, make sure you 
have the following correct boot 
order: 
1) Boot from LAN 1 –> 
2) Disabled Boot from LAN 2 –> 
3) Boot from disk

45472 (Quantum): RAS alerts were 
generated after a new installation.

The following RAS messages were 
generated after a new Lattus 
installation was completed: 
Failed to execute 
monitoring function 
get_disk_info
Failed to execute 
monitoring rule 
check_new_disks 

These errors occurred because the 
USB drive used during the 
installation was left inserted in the 
node after the installation.

To avoid this issue (or to work 
around the issue if you encounter 
it,) remove the USB stick before 
rebooting the node.

Issue Description Workaround
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Issue Description Workaround

AMIF-3135: PXE booting new 
nodes doesn't work after Apache 
was restarted gracefully.

When the environment is 
upgraded to Lattus 3.1 and https 
is enabled, Apache is restarted 
gracefully (not a clean restart). 
If the restart doesn't work, new 
nodes cannot be installed over 
PXE.

The workaround is to restart 
Apache on the management 
node. Contact Quantum Support 
for assistance.

AMIF-3139: Initializing the 
logrotate actor fails when there 
are multiple agent connections.

Initializing the log rotation on a 
node can fail.
If a node has two agent 
connections, the upgrade can 
cause the init logrotate script to 
be executed twice, which can 
cause a failure.

The workaround is to clean up the 
double agent connections and 
restart the upgrade.

AMIF-4541: Error “Fault 8002 
(DataError) invalid input syntax for 
uuid” occurs during upgrade

When upgrading to Lattus 3.5.0, 
the error might be generated:
Fault 8002: '(DataError) 
invalid input syntax for 
uuid: "None"
LINE 1: select * from only 
lan.main where guid='None'

If you receive this error, restart the 
application server and then restart 
the upgrade beginning with the 
last upgrade command you used.

AMIF-4671: Kernel dmesg errors 
after an upgrade

After an upgrade, you might 
receive e-mails for a kernel dmesg 
error:
Kernel dmesg errors detected
...
sas: 
sas_eh_handle_sas_errors: 
task 0xffff8810502df5c0 is 
done
...

If you receive these error 
messages, investigate the root 
cause of the kernel dmesg errors
This situation has no impact on 
Lattus functionality.

AMIF-4779: Duplicate disks in the 
model after an upgrade

When you upgrade a machine 
with empty disks to Lattus 3.5.x, 
the empty disk appears twice. The 
disk was already known by the 
system before the upgrade, but 
due to a new bus location format 
beginning with Lattus 3.5.x, the 
system detects the disk again and 
adds it as new empty disk.
This may lead to failures when you 
use the duplicate disk to expand 
MetaStores.

N/A
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AU-264: DSS upgrade fails if 
CONFIGURED nodes exist in the 
environment.

Upgrading an environment that 
contains nodes in state 
'CONFIGURED' will fail. 

These nodes must be removed. 
Contact Quantum Support for 
assistance.

AU-411: Upgrading DSS doesn't 
show correct logging on screen.

When upgrading from Lattus 
3.1.0 to 3.2.1, during the DSS 
upgrade there are several osis 
debug/info messages that should 
not be displayed.
Also, there are no messages 
prompting for a machine reboot, 
but there should be.

N/A

AU-424: Upgrade fails while 
configuring packages with a 
permission denied error using 
Amplisys account.

When upgrading from 3.1.4 to 
3.2.1 using patch “3.2.1_j“on a 
system whose root account is 
disabled and the Amplisys account 
is used, the upgrade fails while 
configuring packages.

N/A

AU-426: Branding error message 
should be improved.

When trying to install a Lattus 
upgrade patch on an Amplistor 
installation, the following 
message appears:

-> Checking product branding
ERROR: Unable to install 
package 'Lattus_3.2.1_j', 
because 'branding_amplidata' 
is installed

This message should be "Cannot 
install Lattus upgrade on 
AmpliStor machines."

N/A

AU-444: Kernel modules upgrade 
marker is not found after 
manually rebooting a controller.

When upgrading from a Lattus 3.1 
environment, new networking 
drivers are installed. The storage 
nodes are rebooted automatically, 
but the controllers have to be 
rebooted by the customer.
A warning message is displayed, 
but even when the upgrade script 
is rerun and the controllers have 
been rebooted, the message is still 
shown.

N/A

AU-460: Upgrade fails with 'Field 
of invalid type, corrupted?' 
message.

During an upgrade or after a crash 
of the management node, you 
may encounter the error “Field of 
invalid type, corrupted?” (For 
example, when retrieving the 
management IP address of a 
remote node or when retrieving 
monitoring information.)

The workaround is to restart the 
application server on the 
management node.

Issue Description Workaround
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AU-462: Upgrade failed while 
moving logs because logrotate 
renamed them.

If the upgrade is started during 
the same time the log rotate 
happens, the upgrade will fail.

N/A

AU-474: Upgrade fails with 
application server not running 
exception.

Running the upgrade again solves 
this issue.

AU-476: Upgrade fails while 
configuring agent controller.

Running the upgrade again solves 
this issue.

AU-477: Upgrade fails with a 
proxy error because application 
server was not ready.

Running the upgrade again solves 
this issue.

AU-478: After installing the 
upgrade, events about core files 
for multipathd are displayed.

During the upgrade, the 
“multipathd” package is installed, 
but also immediately disabled. 
During this small time frame the 
package can still get started and 
issue core file and dmesg errors.

These errors are harmless and can 
be ignored, but they will keep 
triggering events repeatedly as 
long as they exist.
After the upgrade completes, log 
into the management node and 
remove these core files located 
here: /var/crash/

AU-556: The reporting namespace 
still exists after upgrading from 
Lattus 3.0

Beginning with Lattus 3.1 
onwards, the reporting function is 
no longer available and therefore 
the reporting namespace is 
obsolete. When you upgrade from 
a 3.0 version to 3.1 or later, the 
reporting namespace is not 
removed.

N/A

AU-648: Lattus 3.4.0_q upgrade 
may fail

Executing the upgrade patch 
3.4.0_q may fail due to an issue 
with the OSIS component. The 
following lines are found in the 
log file:
INFO:osis.model.thrift:Unkno
wn field None (id 57)

If you encounter this situation, 
restart the upgrade to complete 
the upgrade process.

AU-663: Upgrading to Lattus 3.4.0 
continues when there are nodes 
queued for initialization

When there are nodes in the 
initialization queue, the upgrade 
continues when it shouldn’t. 
These nodes will not receive the 
3.4.0 kernel upgrade.

N/A

Issue Description Workaround
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AU-683: Lagging metastore events 
occurred when upgrading to 
Lattus 3.3.x

When upgrading from Lattus 3.2.x 
to 3.3.x, events about lagging 
metastore nodes might be 
generated, and the administrator 
might receive e-mails about this 
event.
Events are generated because a 
new version of Arakoon is 
installed but not on all nodes at 
the same time. When the majority 
of metastore nodes is still running 
the old version, these events 
occur. Once the majority of nodes 
is upgraded to the new version, 
there are no more lagging events.

N/A

AU-723: Restarting a controller 
node from the CMC may seem to 
fail

After upgrading your Lattus 
system, you must restart all 
controller nodes. When you 
restart the controllers via the 
CMC, you may find that some 
restarts have failed, where other 
restarts have succeeded.

N/A

AU-724: During an upgrade, a 
message appears saying that 
restarting storage nodes is 
required where it is not 
mandatory

When upgrading to Lattus 3.5.0, 
you might receive a message on 
the storage nodes saying that a 
restart is required.

This message can be ignored. 
Although restarting storage nodes 
does not affect the upgrade, this 
message is misleading because 
the restart is not mandatory, 

AU-743: Alarm messages about 
storage daemon RRD

During the upgrade to 3.5.0, a lot 
of e-mails are sent describing 
issues regarding the update of 
space usage.
This is caused by the fact that the 
monitoring agent on storage 
nodes is updated, but not on the 
DSS backend. As a result, 
blockstore information cannot be 
retrieved and the RRD files cannot 
be updated.
The emails are sent until DSS is 
fully upgraded.

N/A

Issue Description Workaround
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AU-774: After upgrading to Lattus 
3.5.1, the cache daemon cannot 
restart

After upgrading to Lattus 3.5.1, it 
might occur that the cache 
daemon cannot restart due to 
insufficient disk space. This 
typically occurs when the partition 
for the cache cluster is small.
In normal-sized cache clusters 
which may have partitions of 64 
GB, this should not be an issue.

N/A

AU-786, QUANTUM-884: Upgrade 
from Lattus 3.5.0 to 3.5.1 fails due 
to missing packages

When upgrading from Lattus 
3.4.x, the upgrade failed because 
some required debian packages 
were not installed. 

The workaround is described in 
the section Upgrading From Lattus 
Releases Prior To 3.4.0 on page 8. 
For more information, refer to 
Quantum CR52645 or Knowledge 
Base article UPG008.

Quantum-511: After upgrading 
from Lattus 3.1.4 to 3.3.1, all 
CommVault Cloud Storage 
Libraries could no longer 
authenticate against Lattus S3 
namespaces.

CommVault Cloud Storage 
Libraries show offline status 
preventing Reference Copy jobs 
from running. Lattus DSS client 
daemon logs show authentication 
failures with CommVault and 
CyberDuck.
In the CMC on the S3 
Management page, leaving the 
“S3 Domain Name” field blank 
results in the Lattus system 
removing all domain information 
from each S3 namespace. 
The root cause of this issue is 
documented in AMIF-3982 (“Need 
to prevent users from saving a 
blank S3 domain”). 

The workaround for this issue is to 
make sure the “S3 Domain Name” 
field is NOT blank.

Quantum-553: When upgrading 
to Lattus 3.3.1, it is necessary to 
first upgrade from 3.1.4 to 3.2.1. 
Under active I/O ingest conditions 
between StorNext and Lattus, the 
application server process can 
sometime be evicted, causing the 
upgrade to fail.

The upgrade was not successfully 
applied to remote nodes, and 
errors were returned.

The upgrade trace log can be used 
to identify the issue.
To work around this issue, first 
verify the application server has 
stopped. Then restart the 
application and verify it is 
running. Finally, rerun the 
upgrade script.
For assistance applying this 
workaround, contact Quantum 
Technical Support.

Issue Description Workaround
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Issue Description Workaround

ARA-79: Maximum number of 
connections to Arakoon node 
exceeded

In large setups, the maximum 
number of connections to an 
Arakoon node can be obtained 
easily with the default Arakoon 
settings. It takes a lot of time 
before connections are released 
again.

N/A

DSS-115: Namespace deletion 
removes data from the 
blockstores in a serial fashion.

Deleting the data of a namespace 
removes the data from the 
blockstores in a serial fashion 
(that is, one blockstore at a time).
When a system has run full, it 
takes up to the n-th blockstore 
before the system can ingest data 
again. If these deletes happen in 
parallel fashion, the space should 
be freed immediately on all block 
stores making the system usable 
immediately.

N/A

DSS-549: Unclear error messages 
when creating an already existing 
dir or a dir with a missing parent
dir.

Creating a directory that already 
exists produces an HTTP 405 
“Method not allowed” message.
Creating a directory while its 
parent directory doesn't exist 
produces an HTTP 409 “Conflict”.

N/A

DSS-601: Removing one of the 
back-end switches doesn't 
immediately result in operations 
taking the bandwidth of the 
remaining switch.

When one of the back-end 
switches fails, all existing PUT 
operations will fail (until they time 
out). New PUTs that are started 
after the failure will succeed, but 
could also time out.
After all blockstores have been 
contacted, there will be no further 
connection attempts towards the 
old switch, and therefore no more 
reasons for failure.
Depending on the size of the 
objects and superblocks, it can 
take up to 15 minutes before the 
full bandwidth capacity of the 
remaining NIC is used.
After restarting the client 
daemons, it takes up to 3 minutes 
to achieve a steady state situation.

The workaround is to adjust the 
timeout values on the client 
daemon, and then restart the 
client daemons.
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DSS-611: Upload button on Client 
daemon web interface doesn't 
work when authentication is 
enabled.

This is caused by the fact that the 
Upload button does a redirect to a 
location on which the logged-in 
user doesn't have sufficient rights. 
There is no API available that 
allows to provide these rights to 
the user.

N/A

DSS-747: When two back-end 
switches fail shortly one after 
another, PUT and GET operations 
hang.

As stated in known issue DSS-601, 
it can take a while before enough 
connections are migrated from 
one network to another. 
If the failed switch is restored, it 
takes a while before all 
connections are migrated back 
and well balanced over both 
switches. 
If the second failure happens too 
soon after the first, not enough 
connections will be migrated 
back, and ongoing PUT/GET 
operations will hang because 
there aren't enough available 
connections.

The workaround is to adjust the 
timeout values on the client 
daemon and then restart the 
client daemons.

DSS-869: Inconsistent output of 
REST directory entries listing.

When requesting directory entries 
in REST, the output for listing 
directories in XML is fine, but 
output is inconsistent when using 
JSON.

N/A

DSS-1037: Unable to upload file 
when IF_NONE_MATCH HTTP 
header is defined and user/
password are defined.

Due to a bug in the libcurl, when 
trying to PUT a file while defining 
a user, a password and an 
IF_NONE_MATCH HTTP header, a 
failure occurs instead of success.
The curl initially writes (PUT) a file 
of 0 bytes. Then the curl makes a 
second PUT request on the same 
connection to write the actual 
contents of the file. Since the file 
already exists because of the first 
PUT, the second PUT will fail.

N/A

Issue Description Workaround
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DSS-1108: Client daemon returns 
an empty HTTP 200 response 
instead of an error if not enough 
blockstores are online.

If two or more storage daemons 
are stopped in your environment 
and you try to read a file that was 
stored on those storage daemons, 
an error is generated.
Instead, the AXR and S3 interface 
return a HTTP 200 response with a 
correct header, but without either 
empty content or an 
incompleteread() message.

N/A

DSS-1146: Rebalancing for small 
file support does not work

With the introduction of small file 
support, rebalancing was disabled 
because spreading the full copy 
was not done in a homogeneous 
way, and rebalancing could put 
too much strain on a single disk.

A workaround is described in 
Lattus Knowledge Base article 
BSP038.

DSS-1436: Object names with a 
leading forward slash cannot be 
handled by the Lattus S3 interface

The Lattus S3 interface cannot 
handle objects whose name start 
with a forward slash (“/”). Also, 
the authentication fails when a 
leading forward slash is used.

N/A

DSS-1443: Multiple GET 
operations makes the log file 
grow too fast

Multiple GET operations makes 
the BitSpread log file grow too 
fast. This typically occurs with low 
bandwidth setups. You will see a 
lot of lines in the log file appear 
with the following content:
wr_sb_duration >= 10.0s

N/A

DSS-1474: A failed PUT operation 
writes metadata to Arakoon, but 
cannot be deleted afterwards

When a PUT operation fails, 
metadata is still written to 
Arakoon. It is then impossible to 
remove that metadata.

N/A

DSS-1484: Deleting an object 
through the AXR interface 
randomly fails with an 
Unauthorized error

Deleting an object using the AXR 
interface may randomly fail with 
the error: “HTTP 401 error: 
Unauthorized due to an 
exception in Arakoon while 
handling the request”.

N/A

DSS-1508: Files with white spaces 
in their names cannot be 
uploaded through AXR

Uploading a file fails when using 
the web form and the AXR 
interface and when the file has 
white spaces in its name.

N/A

Issue Description Workaround
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DSS-1518: Syncstore status “Full” 
is not immediately honored

When setting the status of a 
syncstore to “Full”, you can still 
upload files via the AXR interface 
for a while, but not via the Q-Shell 
interface. After a while uploading 
becomes impossible through the 
AXR interface. When setting the 
status back to write modus, it 
takes a couple of minutes before 
you can start uploading files via 
the AXR interface.

N/A

DSS-1658: A “Storage full” 
message is misleading in a 
distributed setup

In a distributed setup, it is 
possible that you receive a 
message indicating “Storage is 
full”. This message is by design, 
and will in most of the situations 
mean there are too many offline 
blockstores.

N/A

DSS-1752: A PUT object with a 
presigned URL fails if special 
headers are included

Putting an object using a 
presigned URL and sending an ‘x-
amz’ header, failed. The ‘x-amz’ 
headers includes ‘x-amz-acl’ and 
‘x-amz-meta’. Without these ‘x-
amz’ headers, the put with a 
presigned URL succeeds.

N/A

DSS-1834: AXR listing on /
namespace shows S3 buckets

When retrieving all objects via 
AXR on /namespace, you also see 
all S3 buckets on which you have 
access rights. These buckets 
should not be in the list.

N/A

Issue Description Workaround

Issue Description Workaround

DSS-1262: Issuing a simple GET / 
on the S3 service returns an HTTP 
500 error.

The GET /results command of 
pointing a browser at an S3 end-
point resulted in an HTTP 500 
error.

N/A

DSS-1263: PUT fails via S3cmd 
with extra '/' in the path name.

An HTTP403: SignatureDoesNotMatch 
error is generated if you try something 
similar to the following:

./s3cmd put ../../
testfile.txt s3://hbuck//
testfile.txt

N/A
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DSS-1271: Copying an object with 
an invalid option in the “x-amz-
metadata-directive” failed with 
an error response inconsistent 
with Amazon AWS.

If you copy an object using the S3 
interface and a value other than 
“COPY” or “REPLACE” is set in the 
“x-amz-metadata-directive” 
header, the error message sent in 
the HTTP response by the Amazon 
AWS S3 interface is different from 
the message returned by the 
Lattus S3 interface.

N/A

DSS-1281: Creating buckets with 
illegal characters returns a 
different response than Amazon’s.

Lattus returns “HTTP 501 (not 
implemented)” instead of the 
expected “HTTP 400 (Bad 
Request)” if you create one or 
more buckets that contain any of 
the following characters:
#,{,},\,<,>,[,],|,`,^,"

N/A

DSS-1286: Authentication error in 
the client daemon log file contains 
sparse details about why the 
authentication failed.

The output in S3 does not return 
the provided signature, but a 
CDATA field instead.

N/A

DSS-1287: Service GET cannot 
handle Query Parameters such as 
delim and prefix, which makes 
Webdrive fail.

When using a Webdrive client, 
listing the buckets will not work. 

You must specify a bucket when 
using a Webdrive client.

DSS-1288: GetObjectACL returns 
an HTTP 200 “OK” for a non-
existing object.

Instead, an HTTP 404 “Not 
Found” indicator should be 
returned.

N/A

DSS-1299: Content-type headers 
returned in responses are different 
from Amazon’s.

This is because Lattus does not 
store the “content-type” in its 
metadata.

N/A

DSS-1300: S3 Interface reports an 
http 501 (not implemented) 
indicator when a bad header or 
query param is provided AND the 
bucket does not exist.

This should return the error 
“Parameter problem,” similar to 
how Amazon’s S3 works.

N/A

DSS-1310: S3 request with the 
wrong domain name returns an 
InvalidBucketName error.

When making a request with the 
wrong domain name, S3 returns 
an http 400 error (bad request), 
while it should return an http 403 
(forbidden) error.

N/A

Issue Description Workaround
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DSS-1393: S3 GET requests with 
multiple byte ranges is not 
consistent with the Amazon S3 
interface

Sending a GET request with the 
“Range” parameter having 
multiple byte ranges in the header 
returns the whole object instead 
of the requested range.
There is also a strange sort of 
concatenation in the Lattus S3 
interface3.

N/A

DSS-1398: Force-creating a bucket 
on a syncstore with a special 
name, generates unclear HTTP 
error responses

Force-creating a bucket in a 
syncstore with an syncstore ID 
that is not nicely 32 HEX 
characters, raises unclear error 
responses.
For example:
• a syncstore with 

"aaaabbbbccccddddeeeeffff0
0001111", the creation returns 
404 Syncstore Not Found.

• a syncstore with 
"spaghetti_arrabiata" 
returns 400 Bad Request, but 
it should be 400 Bad 
Syncstore ID

N/A

DSS-1498: A canceled multipart 
upload has behavior differences 
between BitSpread and Amazon

When canceling a multipart 
upload and then trying to upload 
other parts of the multipart, there 
is a difference in behavior.
Amazon: socket timeout
BitSpread: S3ResponseError: 404 
Not Found.
<?xml version="1.0" 
encoding="UTF-8"?>
<Error><Code>NoSuchUpload<
/Code>
<Message>The specified 
multipart upload does not exist.
The upload ID might be invalid, or 
the multipart upload might have 
been aborted or completed.</
Message><RequestId></
RequestId><Resource>testfile7<
/Resource></Error>

N/A

Issue Description Workaround
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DSS-1521: The sorting order for 
multipart uploads in progress is 
not based on creation time

When listing multipart uploads in 
progress, the sorting order is 
according to object name. If the 
object name has multiple 
multipart uploads associated with 
it, they should be ordered by 
creation time.

N/A

DSS-1543: Socket timeout occurs 
when updating a multipart object

When you update an object or 
multipart object with a regular 
PUT request without update 
permissions, you can receive a 
socket timeout instead of an 
“access denied” response.

N/A

DSS-1561: S3 requests fail when 
using unsupported time zones

When using unsupported time 
zones (for example Iran Standard 
Time - IRST), an S3 request fails 
with an HTTP 500 Internal 
Server Error.

N/A

DSS-1566: Uncompleted multipart 
objects are not deleted after their 
bucket is deleted

When deleting a bucket that 
contains incomplete multipart 
uploads, these incomplete parts 
are not removed from the 
blockstore directories, where they 
should be removed too.

N/A

DSS-1568: “GET /?versioning” 
Response cannot be parsed due to 
a missing new line character

The response of the request “GET /
?versioning” cannot be parsed 
due to a missing new line 
character after the <?xml version 
="1.0" encoding="UTF-8"?> 
element.

N/A

DSS-1569: There are different 
responses between AWS S3 and 
Lattus S3 for some time zone 
formats

In the Lattus interface, some x-
amz-date time zone formats 
might return different responses 
(internal server error, forbidden) 
compared to AWS S3.

N/A

DSS-1747: In S3 when getting an 
object that is being uploaded or 
deleted, an object with a size of 0 
bytes is returned

If you get an object using S3 while 
the object is being uploaded or 
deleted, you receive an object of 0 
byte where an HTTP 404 Not 
Found message is expected.

N/A

DSS-1819: S3 request without 
date header returns HTTP 500 
Error

When you perform an S3 request 
to Lattus S3, you get an HTTP 500 
Internal Server error. The correct 
behavior should be HTTP 403 
Forbidden to be compliant with 
Amazon.

N/A

Issue Description Workaround
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DSS-1822: S3 request with Expires 
parameter is not implemented

An S3 request which contains the 
“Expires” parameter returns an 
HTTP 501 Not Implemented 
response because it is not 
implemented in Lattus.

N/A

DSS-1827: S3 request with TE 
parameter is not implemented

An S3 request which contains the 
“TE” (Transfer Encoding) 
parameter returns an HTTP 501 
Not Implemented response 
because it is not implemented in 
Lattus.

N/A

Issue Description Workaround

Issue Description Workaround

AMIF-920: Partitions with usage 
space less than 1 GB show as 
having 0 GB used space.

From the detail page of a disk, on 
the monitoring tab partitions that 
use less than 1 GB show 0 GB as 
their actual used space.

N/A

AMIF-2033: An S10 storage node 
with SSD inside identified 
incorrect disk numbers on the 
disk’s decommissioned disks 
printouts.

When an S10 node has an SSD 
mounted on the inside and a disk 
must be decommissioned from 
that node, the printout of a 
decommissioned disk page 
indicates the wrong location for 
the disk. 

Quantum advises using the disk 
serial number mentioned on the 
page to identify the disk.

AMIF-3209: Confusing message in 
job log.

In some of the CMC job logs, 
messages such as the following 
display at the end of the job, even 
though the job was marked as 
Done with no errors:
Failed to parse params 
{<job_details>}, Error: 
malformed string

This is actually a coding warning 
instead of an error, and does not 
influence the job itself or overall 
performance. This issue will be 
fixed in a future release.

AMIF-3413: Events and jobs in the 
CMC are not using the same time 
zone set on the machine.

If your country recently changed 
time zones, the time zone 
definitions used are not current 
and may be out of sync.

N/A
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AMIF-3855: Enabling S3 via the 
CMC adds an empty domain in the 
client daemons’ configuration 
files.

When you enable S3 on any client 
daemon with “Enable S3 bucket 
operations” selected but do not 
define an S3 domain name, the 
domain parameter in the client 
daemons’ configuration files 
remains empty. As a result, no 
bucket operations can be 
performed.

As a workaround, enable S3 again 
via the CMC, but don't leave the 
domain field empty.

AMIF-4309: Temporary 
unavailability of the CMC

Due to an issue with mod-python, 
Apache is restarted on a weekly 
basis. During the restart the CMC 
is unavailable.

N/A

AMIF-4636: An exception was 
displayed after deleting 
unmanaged disk from the disk 
detail page

When deleting a disk with status 
“Unmanaged” from the disk’s 
detail page, an exception occurs 
even though the operation 
succeeded.
Exception:
faultCode:Fault 
faultString:'error' 
faultDetail:'<Fault 8002: 
'disk with guid 5b4a0b42-
b8ab-4889-b675-692803c65995 
not found.'>'

N/A

AMIF-4638: Storage Pool Used 
Capacity includes 
decommissioned storage nodes

In the CMC dashboard, a graphic 
shows “Storage Pool Used 
Capacity”. The total available 
capacity includes decommissioned 
storage nodes, but these 
shouldn’t be included.

N/A

AMIF-4644: Scale of swap graphic 
under controller or storage nodes 
is 1024 off

The scale of the swap memory 
under controller or storage nodes 
is expressed in MB instead of GB.

N/A

AMIF-4713: No location image for 
decommissioned disks after 
upgrading

When you have decommissioned 
disks and you then perform an 
upgrade to Lattus 3.5.x or later, 
there are no image locations for 
the decommissioned disks. This is 
due to the new format of the 
disk’s bus location.
Going forward, there will be 
image locations for disks that are 
decommissioned after the 
upgrade.

N/A

Issue Description Workaround
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AMIF-4759: CMC shows difference 
between logical size and physical 
size of mdX disks

For RAID devices, the logical size 
shows the usable size, and the 
physical size shows the physical 
hardware sizes to obtain the 
logical size.
It may occur that both sizes are 
equal, even though that the 
physical size is larger than the 
logical size.

N/A

AMIF-4770: Export to PDF of 
decommissioned disks doesn’t 
work

When you use Flash Player 
13.0.0.214 or higher, you cannot 
export the details of 
decommissioned disk to a PDF file.

N/A

DSS-1296: Swap usage reaches 
100% when doing multiple 
uploads of large objects.

When performing multiple 
uploads of large objects, the event 
“swap usage is over 50%” 
message is triggered. In actuality, 
the swap usage is 100%.

The workaround is to restart the 
daemons.

Issue Description Workaround

Issue Description Workaround

AMIF-3259: Certificate expiration 
dates for monitoring are 
converted from the local time 
zone and not from GMT.

The certificate expiration time is 
converted based on the local time 
of the CMC machine, instead 
basing it upon GMT.
Because of this, there might be a 
timespan of a few hours where 
monitoring/event logging will 
differ from reality.

N/A

AMIF-3534: Monitoring agent 
“task python:PID blocked for 
more than 120 seconds” error in 
kern.log.

When running the tlog collapse 
policy, the monitoring agent 
repeatedly logs the previous 
named error in the kernel log.

This error has no further impact 
on the system, nor do any events 
triggered because of this.

AMIF-4078: Metastore not marked 
as degraded when one of its 
nodes is unavailable

When a node of a metastore is 
unavailable, the metastore should 
be marked as degraded.

N/A
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AMIF-4170: Failure of machine 
agent is not auto-corrected

In some rare occasions, it is 
possible that checking the 
availability of an agent fails. This 
might result in an agent that 
seems to be connected, but in 
reality is offline. As a result, this 
can cause several agent scripts to 
fail because there is no agent 
available to execute these scripts.
In normal situations, the 
monitoring should detect that an 
agent is unavailable and 
automatically restart it.

If you encounter this situation, 
restart the application server on 
the node whose agent is 
unavailable.

AMIF-4253: Health check in a 
routed setup fails

In a routed setup, there are ARP 
requests for MAC addresses for IP 
addresses outside your broadcast 
domain. You receive the MAC 
address of the router instead of 
the machine, which makes the 
health check fail.

N/A

AMIF-4481: Deleting a bucket 
with a huge amount of objects 
causes metastore lagging events

When you delete a bucket, which 
contains millions of objects, there 
could be metastore lagging events 
raised. Deleting a bucket puts a 
high load on Arakoon, since this is 
a really fast operation.
The smallest hiccup of a slave 
might make the slave lag behind.
You must monitor whether this 
event eventually disappears. If it 
doesn’t disappear, contact 
Quantum Technical Support for 
assistance.

N/A

AMIF-4609: Event “blockstore 
<path> is offline” generated 
for manually offlined blockstores

When setting blockstores 
manually offline in the CMC, 
events are generated for those 
blockstores that they are offline 
(event Lattus-MON-DSS-
BLOCKSTORE-0033).

N/A

AMIF-4637: A deleted unmanaged 
disk is added again with the next 
monitoring cycle

After deleting an unmanaged disk 
from the UI, the monitoring cycle 
starts and will add the disk again 
as an unmanaged disk. This will be 
repeated until the disk is either 
physically removed or repurposed.

N/A

Issue Description Workaround
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AMIF-4710: Monitoring agent 
raises event for halted metastore 
during Arakoon recovery

After an ungraceful shutdown of a 
controller, an Arakoon recovery is 
automatically initiated, and the 
Arakoon is temporarily halted. For 
this reason the monitoring agent 
raises an event and tries to restart 
Arakoon, but the restart fails, 
resulting in another event (Lattus-
MON-ARAKOON-0018). This last 
event can be confusing because it 
might give the impression that the 
recovery is not initiated. In this 
situation you can safely ignore the 
event.

N/A

AMIF-4730: Misleading event 
message for |as|-MON-
ARAKOON-0008

The event message for event |as|-
MON-ARAKOON-0008 may 
indicate a wrong machine name, 
although the node name and 
corresponding MetaStore are 
correct.

N/A

AMIF-4772: Origin of failed login 
attempt is unknown

When you have a failed login to 
the CMC, an event is generated. 
The event is not able to log the 
source IP address from which the 
login has been attempted.

N/A

DSS-1727: Deleted objects are 
taken into account for calculating 
object_name_length_stats

When retrieving the statistics 
about the object’s name length in 
a namespace, the deleted objects 
are also taken into account.

N/A

45145 (Quantum): “Failed to 
execute monitoring rule 
check_blockstores” events may 
occur on Lattus storage nodes 
when they are rebooted.

This event occurs due to a race 
condition between blockstore 
initialization and the monitoring 
agent.

These events can be ignored when 
they do not subsequently reoccur 
after rebooting.

Issue Description Workaround

Issue Description Workaround

AMIF-258: Neither Apache nor the 
workflow engine are 
automatically restarted when they 
are stopped or killed.

Automatic restart for an 
application requires both Apache 
and the workflow engine to be 
running. If they are not running, 
they cannot be restarted 
automatically.

Quantum recommends 
monitoring these applications 
with an external tool to ensure 
that downtime doesn't go 
unnoticed.
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AMIF-892: Root file system can fill 
up when a lot of core files are 
created within a one-week period.

Core files are compressed, and 
those older than seven days are 
removed. However, if a 
component produces a lot of core 
files within this seven-day period, 
the root file system could fill up. 
Events are raised when core files 
are detected.

N/A

DSS-944: ReadCache clusters don't 
have multi-ip support.

This implies that in the event of a 
single switch failure, the 
readcache-clusters will not be 
functional (in the event the switch 
which is being used for the 
readcache traffic dies).

N/A

Issue Description Workaround

Issue Description Workaround

AMIF-3033: Failover cannot 
handle NIC ordering differences 
between controllers.

If your Lattus environment has 
controller nodes whose NICs are 
ordered in way other than the 
management node is ordered, the 
failover causes the new 
management network 
configurations to be incorrect.

N/A

AMIF-4067: Machine reboot event 
incorrectly shown after 
management node failover

When executing a failover of a 
management node, there is an 
event generated that the new 
management node is rebooted, 
even though this new node has 
not been rebooted.

N/A

AMIF-4173: Upgrade patches 
history is incomplete after 
executing a failover to a freshly 
installed node

After executing a failover to a new 
management node, the upgrade 
patches history is not shown 
when checking the About section 
in the Cloud Management Center. 
This is because after a failover 
there are no patches available on 
the new management node.
This issue has no impact on Lattus 
functionality of Lattus.

N/A
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Pound Issues

AMIF-4402: During failover, it is 
possible for Pound to restart on 
the old node before it gets started 
on the new node

During a failover, Pound is 
stopped on the old management 
node. It might occur that the 
monitoring agent detects this 
action, and that it initiates a 
restart of Pound on this old node. 
If this happens, the failover will 
fail because Pound cannot be 
started on the new node.

If you encounter this issue, you 
can disable TLS and restart the 
failover. After failover completes, 
you can enable TLS again.

AMIF-4365: During a failover, 
multiple messages appear when 
installing PostgreSQL and Apache 
packages

A failover is typically executed in a 
screen session. When the failover 
installs the PostgreSQL and 
Apache packages, an overload of 
messages appear.

N/A

Issue Description Workaround

Issue Description Workaround

AMIF-2832: Pound may produce 
unexpected messages in its log.

The following message might be 
logged multiple times in the 
Pound log file:
localhost pound: NULL 
get_thr_arg
This is a Pound-specific issue, but 
has no functional impact on your 
system. 

The logging of this message will 
be removed in a future release of 
Pound.

AMIF-3843: Unnecessary Pound 
service restart when adding or 
removing storage LANs

When adding or removing storage 
LANs, Pound is restarted but its 
configuration is not updated. 
Because the configuration is not 
updated, the restart is obsolete.

N/A

AMIF-4416: Pound application 
listed as ACTIVE on old 
management node after failover

After a failover it is possible that 
on the old management node, the 
Pound application is still listed as 
Active, due to a too-late model 
update of the Pound application.

N/A
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Issue Description Workaround

AMIF-4448: Shutting down a 
multi-geo site fails when shutting 
down one data center at a time

When you shut down a Lattus 
multi-geo system by shutting 
down one data center at a time, 
the shutdown succeeds for the 
first data center, but the second 
fails, indicating that there is no 
longer an Arakoon master.

N/A

AMIF-2985: When changing the 
admin password, Lattus tries 
changing it on a FAILED machine 
too.

If you change the admin password 
of your environment while it has a 
failed machine, Lattus will try (and 
fail) to change the password on 
the failed machine.
The password change will succeed 
in your environment, but will also 
prompt a pop-up that it failed on 
the failed machine.

N/A

AMIF-3643: Metastore does not 
start due to checksum error of 
TLOG

After power cycling all controller 
nodes, a metastore might not 
start due to a checksum error of 
the TLOG.
This issue might occur when using 
the REST VM, which should only 
be used for testing and 
development purposes.

N/A

AMIF-3645: After a power cycle, 
Lattus doesn't automatically 
resume operations because PID 
files are lingering.

When a controller node 
(particularly the management 
node) is rebooted in an 
uncontrolled fashion, some of the 
PID files (which are used to 
prevent that multiple instances of 
the same process get started) are 
not cleaned up, preventing the 
restart.

The workaround is to identify the 
process that refuses to start, and 
then removing its PID file.

AMIF-3689: Rebooting a data 
center fails to reboot the 
management node because of a 
timeout.

The timeout in the script is lower 
than the time it takes to stop all 
services on the management 
node.

There is no real functionality 
impact, because the stop 
commands are executed in a 
different process than the process 
of this timeout.

AMIF-3782: Log collector can 
return unsorted results when 
specifying a time window

When you specify a time window, 
the log collector returns unsorted 
results. You might also lose log 
data when you specify time 
keywords.

N/A
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AMIF-3841: Security attributes 
remain on disk but the secure 
erase job does not fail

It can occur that a secure erasure 
of a disk fails, leaving the security 
attributes on the disk. Sometimes 
the framework does not detect 
this failure which leaves the disk 
unusable.

N/A

AMIF-3989: After changing the 
password of the cloudapi user, 
login failure events are generated

It is possible to change the 
password of the system user 
“cloudapi” through the CMC. 
When you do so, you will receive 
multiple events, “Failed login 
attempt with username cloudapi.” 
This is because the application 
server keeps the old password in 
its cache. 

The workaround for this issue is to 
restart the application server after 
updating the password.

AMIF-4027: Realtime statistics in 
OSMI don’t show the timeout 
range for the collection process

When you want to collect realtime 
statistics in OSMI, you can only 
provide a timeout value in 
seconds in the range between 120 
and 100,000.
If you enter a value outside this 
range, you will receive an error 
but it won’t show the range in 
which the value must be situated.

N/A

AMIF-4219: “Program lshw tried 
to access /dev/mem between 
ff000->101000”” in kernel log

It may occur that the program 
lshw tries to read information 
from memory contents. When 
doing so, a warning “Program 
lshw tried to access /dev/mem 
between ff000->101000” is 
added to the kernel log.
This warning has no further 
impact on your system.

N/A

AMIF-4273: Machine cleanup 
shows an error because it cannot 
be removed from the initialization 
queue

The cleanup of a machine tries to 
remove the machine from the 
initialization queue. When the 
machine is not in this queue, this 
step fails as expected, but the 
cleanup continues and completes 
successfully.

N/A

Issue Description Workaround
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AMIF-4277: When a metastore 
and a ReadCacheCluster are 
installed on the same physical 
SSD, events are shown

When you create a 
ReadCacheCluster on a physical 
SSD which already has a 
metastore, you will receive 
“lagging behind” events.
Event type: Lattus-MON-
ARAKOON-0008 Event message: 
Node <node name> on 
MetaStore env_metastore is 
lagging keys on machine 
<machine name>

N/A

AMIF-4371: In a routed setup, the 
“Location LED” functionality in the 
Lattus CMC doesn’t work

This function is to easily identify a 
server in a rack by on turning a 
LED.

N/A

AMIF-4384: Updating the network 
routes fails when there configured 
nodes

When you have nodes in a 
“Configured” status, the job to 
update the network routes fails. 
This has no impact on the running 
nodes, which are updated 
correctly with the new network 
routes.
To clean up the configured 
machines in the CMC, view the 
configured nodes under 
Dashboard > Administration > 
Hardware > Servers > 
Unmanaged Devices > Failed. 
Select the nodes and then click 
Cleanup Devices from the 
Commands pane.

N/A

AMIF-4534: Arakoon recovery 
might leave .part files

When an Arakoon recovery is 
interrupted between creating  
.part files and uploading them, 
the .part files remain on the file 
system, instead of being removed.

N/A

AMIF-4611: Export disk 
decommissioning details might 
fail in the Google Chrome browser

When using Google Chrome as 
the browser, exporting 
decommissioned disk details fails. 
This issue has been identified in 
Google Chrome version 
34.0.1847.116-1, but might not 
be limited to this version.

N/A

Issue Description Workaround
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AMIF-4628: Health check fails due 
to decommissioned storage 
daemons

During the health check, you are 
asked to start a storage daemon if 
the health check finds a storage 
daemon that is not running. If you 
answer No because you 
decommissioned the storage 
daemon, the health check fail 
unexpectedly.

N/A

AMIF-4646: Kernel dmesg events 
with empty call trace are 
generated after a power cycle

After restarting a controller, you 
might receive kernel dmesg events 
with an empty call trace.

N/A

AMIF-4654: Under load hot swap 
might fail due to unmounting disk 
failure

When a system is under load, hot 
swapping a disk might fail due to 
an unmount failure.
This results in a disk with a failed 
disk initialization.

N/A

AMIF-4655: Hotswapping SSD is 
not possible if it contains a cache 
daemon

It is not possible to hotswap an 
SSD which contains a cache 
daemon, because the daemon is 
not stopped.
The cache daemon must be halted 
before you can hotswap the SSD.

To avoid this issue, be sure to stop 
the cache daemon before 
attempting to hotswap the SSD.

AMIF-4662: Health check fails on 
TFTP

When running the health check, 
the procedure might fail when 
checking TFTP. This is due to 
writing multiple PIDs in the PID-
file.

N/A

AMIF-4752: Root password saved 
in Q-Shell cluster configuration 
file

When you create a Q-Shell cluster, 
its configuration file stores the 
root password.
You should remove the Q-Shell 
cluster after having executed the 
necessary actions on the cluster.

N/A

AMIF-4753: Q-Shell clusters don’t 
work when enabling Lattus user 
and disabling root password

When you enable the Lattus user 
and disable the root password, 
you are no longer able to use Q-
Shell clusters. A Q-Shell cluster is 
used, for example, in the log 
collector.

N/A

AMIF-4756: Events are not 
branded

All events have a code starting 
with AMPISTOR, even when you 
use a branded version of Lattus.

N/A

Issue Description Workaround
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AMIF-4771: Decommissioning a 
disk when agent is unavailable 
sets blockstore as 
decommissioned

When you decommission a disk on 
a node when there is no agent 
available, this sets the blockstore 
to decommissioned, but the disk 
is not decommissioned.
This is because there are first local 
updates which are not reset when 
the job fails.

To work around this issue, 
decommission the disk again 
when the agent is back and 
running.

DSS-1080: Abandoning a 
blockstore with force flag fails.

If a storage node is hanging and it 
still responds to a ping but not to 
SSH connections, abandoning 
blockstores and storage daemons 
will fail on that node.

N/A

DSS-1570: When using a range 
that starts at the boundary of a 
superblock, a bug message 
appears in the log files

When using a range that starts at 
the boundary of a superblock, an 
error with a Bug message is added 
to the log file:
Bug: this should not happen: 
obtained an empty range...
(This message will be rephrased in 
a future release.)

N/A

DSS-1840: Decommissioning a 
node doesn’t set the blockstore 
offline

When you decommission a node, 
this sets its blockstores to 
decommissioned, but they remain 
in the status ONLINE. As a result, 
the storage daemons remain 
contacting these blockstores, 
which decreases the performance 
of storage daemons.

N/A

Issue Description Workaround
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QUANTUM-538 and ADOC-535: 
Running DSET on a controller 
node produces errors.

After following the steps in the 
Lattus Service Reference Guide 
describing how to collect DSET 
data on a controller node, the 
following can occur:
• fscb is not installed on the 

DCOS, resulting in “file does 
not exist” errors.

• IPMI errors can occur it the IPMI 
driver is not installed and 
configured.

The workaround is to do the 
following:
• When enabling DSET as 

documented, omit the 
following:
update-rc.d -f dsm_sa_ipmi 
defaults
update-rc.d -f sfcb defaults

• When starting services manually 
as documented, omit the 
following:
/etc/init.d/dsm_sa_ipmi start
/etc/init.d/sfcb start

Additional Information:
When DSET information is sent to 
Dell Support, they may inform you 
that the DSET does not contain all 
the fscb file that may be required. 
If this occurs, contact Quantum 
Technical Support for assistance.

Lattus Initial Installation Issue This issue manifests during initial 
Lattus installation when creating a 
data metastore. 
If you select the default space that 
is specified in the CMC GUI for the 
first controller’s SSD, SSDs for 
other controllers might not be 
selectable because the CMC 
incorrectly calculates the amount 
of free space for those SSDs.

The workaround is to manually 
decrease the default size by 1MB.

Issue Description Workaround
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Non-Critical Third-Party 
Vulnerabilities

Vulnerabilities have been detected 
in some of the third-party 
packages used by Lattus.
• AMIF-4486: PostgreSQL 

vulnerability - several issues 
leading to a possible denial of 
service or execution of arbitrary 
code

• AMIF-4500: Python Security 
Notice - Python can be made to 
crash or run programs if it 
receives specially crafted 
network traffic

• AMIF-4551: initramfs-tools 
vulnerability - incorrect mount 
options

• AMIF-4572: Linux Kernel 
vulnerability - several security 
issues, including information 
leaks and buffer underflow 
errors

Third-party patches for these 
issues will be included in future 
Lattus releases.

Issue Description Workaround
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Contacting Quantum

More information about this product is available on the Service and Support 
website at http://www.quantum.com/ServiceandSupport/Index.aspx. The Service 
and Support Website contains a collection of information, including answers to 
frequently asked questions (FAQs). You can also access software, firmware, and 
drivers through this site.

For further assistance, or if training is desired, contact the Quantum Customer 
Support Center:

United States 1-800-284-5101 (toll free)
+1-720-249-5700

EMEA +800-7826-8888 (toll free)
+49-6131-3241-1164

APAC +800-7826-8887 (toll free)
+603-7953-3010

For worldwide support:
http://www.quantum.com/ServiceandSupport/Index.aspx
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